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e There's a certain magic to a good
fuzzer since there Is no guarantee |
will find anything
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e Tokenization Is rarely perfect

e Problem itself iIs exponential
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e But does give you a good initial
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— Even very dumb replay-and-bit-flipping can find many
bugs
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e Transforming normal traffic into malformed
traffic, but in a way that is likely to cause
exploitable problems

e Bit-flipping Is most simplistic
—For each bit we send, iterate over
sending the opposite \

AR E I BB 0 R AT RE i 22 A e AT R
AN
71 .

—Bihn, WHEKER &

P

XX




p
- ¥, m ]
EEREFRERERERERE RS -
'r.‘h
-
. - -

Fuzzing iIs not Fault
Injection

e Fuzzing [ fRRE A 2% 2 T aa i B )= |
e fEfault injectionit, JRE % AP IH A% 12 12

® ﬁﬂ:%/ 'f %T%]l_ﬂ/]

e Fuzzing /KA A R4k

 fault injectionf) Gk &

— FE RS, BRI AR
AR

X’col) 2006

PSS

% |

-




X’col) 2006

e

P

XX

Z

—GregBﬁHallstorm%ﬁ9F~A7%1lElﬁ (EE:
B 5 Y4E1 HailstormZ R Kk — Z i &
M Ifuzzer, v HFEETR)

BME—H)3E T (block-based) rifuzzing \
HTTP,FTP AL e P AR
K=
T GNU VFaJ kR & Ah

EPJ“>

fbtﬂi

—_—a

\

D—H

p
- ¥, m ]
EEREFRERERERERE RS -
'r.‘h
-
. - -

SPIKE 41

e M20005FH- 45 K& Af, e M2 il fuzzers

Chi's (5IEIHE)




p
- ¥, m ]
EEREFRERERERERE RS -
'r.‘h
-
. - -

Block-based fuzzing
o PhSCEAS AR R oo 2= 4H ik
- W, B R
—<Invarient><size><varient><size>
<varient 2>

o SR AR A MR T A e, JF

SFTAHoR M sizes \
e J1 HAEREAN AR = 10 1 A0 e T e A 5
TR




X’col) 2006

e

% |

XX

B

}’f]:

Lfuzzing PG #

’FL/L:-F'J //)IL%E/JEFA

e Gut-feel: k2| bugs

e Fuzz-streams =1 &

* B JRUAE AT B0

® Ht/]ﬁ

17

1T fuzz

THY

LB S AL E By R R P




Lirjfuzzers

X’col) 2006

PN

e Peach (G£7TPythonfrfuzzer)

— G B 1)
e Gleg.net ProtoVer ([A/£: 23 T-Pytho )
ENIA

XX




......
adt L R N ( FERN AR RER A B RN ol R B
= -. - i LTS [FIC T AL o UL TR I TR LA i - s

e

S5 MSRPC

e 2000 — SPIKE, dcedump, Iifids
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—Writing Microsoft Windows exploits
Isn't going out of style any time soon
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—Marshalling and demarshalling allows

for encoding of complex data types
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Unmidl tools

e [FIEHRASS S “muddle” , 1EH K4, i
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e Followed by <3com product> \
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long Function_36( [in] [string] wchar_t *
element 288,

[in] long element 289,

[size_is(element_291)] [in] char
element_290,

[in] long element 291,

[size is(element_293)] [out] char
element_ 292,
[in] long element 293,
[in] long element 294 \
);
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long Function_09( [in] [string] wchar_t *
element_825,

[in] [unique] [string] wchar_t * element_ 826,
[in] [string] wchar_t * element_827,

[in] [string] wchar_t * element 828,

[in] [string] wchar_t * element_ 829,

[in] [unique] [string] wchar t * element_ 830,
[in] [unique] [string] wchar_t * element_ 831,
[in] [unique] [string] wchar_t * element 832,
[in] [unique] TYPE 6 ** element_ 833, \
[in] [unique] TYPE_6 ** element_834, ‘
[in] long element 835,

[out] [context handle] void * element 836

); |

typedef struct {
[size _is(524)] char *element_ 774,

1 TYPE_6;
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—Windows 2000 and above check for
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— DL files are not a one-to-one match
with demarshalling

o WIALFEEG I

e [RICAbE

o B BE A H S 7]
-4mmmsﬁ%$ﬂ %%

X’col) 2006

PSS
-

s
=

\#




......
adt L R N ( FERN AR RER A B RN ol R B
= -. - i LTS [FIC T AL o UL TR I TR LA i - s

SPIKE 2006 7ZHUH&ZIKEI@TH
Z Ak

X’col) 2006

5l

e tunmidl.py

e \Working dcemarshaller
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X unmidl.py Convert each for
' function to context_handles
marshaller or auth
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Use dcedump/ifids ! |

to find endpoint
(TCP/named pipes j Create get_context_handle()
done > dcefuzz!
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Fuzzing Metrics

e Measuring fuzzers in “number of tests” iIs
like measuring computers in kilograms
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e Automatic fuzzer creation from unmidl and
unmidl improvements |

e VisualFuzz — Apply SPIKE 2006 techniques
via a visual language (like Immunity
VisualSploit)

e Use Immunity Debugger

—To analyze coverage of MSRPC functions
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e Block-based fuzzing scales up to
complex protocols

e Questions? \




