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-if Java (FA 11X BLiTieidE H T I2SE, —LL 7 [t @& - T-J2EE)
BT R M AT SRR 2 AR M AR S [Gong, Oaks] e
> IVM i K24 (Type Safety), 7156 5¢ 3P 46l (Bytecode if:fifi
Integrity checks)
> APl Z: SecurityManager, ClassLoader, CertPath, JAAS
> N#E SR JCANICE, JSSE

> L, A AR e ?
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: %wx?znzoos
—14E2003/20044E ) Java et

+ Java BATHFEE(Runtime Environment) ®] B8 A4 IERZ {5

Applets AR T
+ Java Media Framework (JMF) —/-Jgi, /] e R Java [l S
s 5
» ...Java Runtime Environment LIRS A TR (DoS) ... 0
REFHEIAVAZR SR RIGRIT ER-RH WS BN KT RN .

et A R 3 20 e ?
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2 Xcon 2005

) e

- —AF5 (% Java runtime environment) H gEFE AL FE __"-I'i':':

7 oa e B ) S
s AR R EE 2?2 BRIV AEROW A .

IjJﬁb INAEREAAY
- Java B — &R s K TiE X API% L (sockets, files, ...)
)ﬁ% M EH [ AR ]
< Javafr AN E e X2 MR AEE IS4l (marshalling) fig 17 (Sockets, RMI,
CORBA, Raw-Serialisation, XML-Serialisation, ...)
o 2 [ a5 N]
< Java {E¥P4H (sandbox) e IR . N 12 4> Sockets 5 32 KF
EEREE [HA]
R HR) 55 R R A
. Java VM k.0 libEER (V52 ?) TeiR
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Classloaders Fl{53 1,
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2 Xcon 2005

3:3:%1 N AAEIAVARDE TP 222 T ?
) Eranumni :
.ﬁ > B =P IR A (we b il 5 2%, P15 %, PDFZERY, ... ) BEAL AT
I,
> BAHESZ A5 AT HL 7 (IR ZE 2 n 24 2% boot classloader) = &A1)
s B BATRM REE T T2
l*%@
> RIS =7 BB R e I A AE AT BE A B 2 A A A A T VR )OGS
G ?
> IDKFE R T SE B A P XMLEE, 5 H A & = A 1
appletsin# 2 [7-—A~JVMH ?
> X% A4k (serialisation) B [ % 42 A2
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J2EE £ 2N 2w g Xen 2008

Client Tier Presentation Tier Enterprise Tier Backend Tier

Standalone-

Client
JVM

Database

JWI

. Enterprise-
Web- : Container

Browser- : ] :
i Container
Client : : JYM

JWI , JWI

Enterprise

Adapter
JYI

Applet : : Session Beans : Enterprise Adapter
JNLP-Client JSP ! Enterprise Resourcs
Entiliy Beans
Java exe Servlat Message-Driven Beans Java Stored Procedure
Jumn.DLL embedded g Java UDF




J2EE Z =R 52

Client Tier Presentation Tier Enterprise Tier Backend Tier

_ i o
Standalone- |l i i
Client | i i
JYM ' [ [

Database

JW

. Enterprise-
Web- : Container

Browser- : ] :
i Container
Client : : JYM

JWI , JWI

Enterprise

Adapter
JYI

Applet : : Session Beans : Enterprise Adapter
JNLP-Client JSP ! Enterprise Resourcs
Entiliy Beans
Java exe Servlat Message-Driven Beans Java Stored Procedure
Jumn.DLL embedded g Java UDF
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2 Xcon 2005

Java 4R

> Sun W egmiYe U7 (BREEHT T20004E2H2H ! )
ANV LR S '
. NP S FB
. E/MEAERIEL (scope)
. MDEFE 3L (public) FERMFE
. &4 A (package) R
JRATREAEH ANATZR (immutable) X%

- KB AN B [0 o 5 SRR S 1 Y RS 5 |
. RIEABEEHETFEH PRt (user-supplied) K4
/NS P 814k (Serialization)
10. N A 52k (native methods)
11. B RIS B

http://java.sun.com/security/seccodequide.html
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http://java.sun.com/security/seccodeguide.html

2 Xcon 2005
Java 4 R

o A 2 A AR X AR AN 28 i TR it 4 s s V)
> M) Java 224 gm Y O (Antipatterns):
o ZWSTE SR (B #EE Y (Integer Overflow) )
P ANEBM AL, AR R
> WG BOM TR E XCRIANIE 21 [ A] A A FH dak
> AEAEZES (non-final) FRaS 7B IR B il & (Covert
Channels)
> ABATIEE AR R B B AR A ) A o
e PR EARGER ATH AT A, M .
| R (111 A L
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U AEJAVAAD P 3k 22 4 a2

&) vt oD e N LA .
B R T E Checkstyle [jﬂs’/\ra/ﬂf JEIXFE 1]

REFER  |ons FERTEOM T T AR, HR sk

g Findbugs | T RRLIE (Vi # L)
s . (#T Apache > TIE X (A )
b M ds | BeEL) > HEN (2AEH)

T JChains > IR Py 15 7 2 R R BV

: http://ichains.d 7&@ FETYE 1) 3 47 52 PR A Jak B
l%f?ZLII/E\ (evt.ﬁgvail.cn e?;]s 1B H . il
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http://jchains.d

SN L IE

BN LRSI T IVM 2 4

» Findbugs (http://findbugs.sourceforge.net)
+ B xfjavaf Ui e il bug A xC i it as A il 7% (detector)
>l 2 OR2EH % (Puth F1 Hovemeyer)
> JHEIH
» £ TBCEL (Apache Bytecode Engineering Library)
> WYy 18]
R NPy ARSE VS
> AR
> GUI 47 7

B R AWESACHRE
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http://findbugs.sourceforge.net
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Java 4 AR

o RS (B, BhPE) AR5 AR (a0 rtjar) 5 20k B
o AR
- APL: BEHGE Y, RFISRTMY(j ava. uti | . zi p. *)
> AP2: 414k (Serialisation) HIEIVEH(j ava.io. *)
v SRR
- AP3: FERURILEIFEF (51754 B Vb 46 1) )
= AP AN R FE (8 = U il )
- APS: (RS A i (7Eapplets . [ [ i)
> PLEE [
 AP6: ] 2 42411t (or g. apache. * , fEapplets/i B R FALT () S
XMLE %)
 BAR 8 XA TR U TRAR, FERAEDR B ORI R R4 A
PETRIN AN DUME R 2 TR .
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Java R 1: B0 H

> 771 blexim (Phrack #60) flrid , 2  Integer.MIN_VALUE= Integer. MAX_VALUE+1 llffff
B HAECICH+HR AN ™ H 1 n) it
7EJavaH W [R) B dn ik:
& B Java BEEUH PR Il
[-231,+231-1] ITE A
& 4E JavaH, LL R AT
_2312231+1
= YLK L (Silent Overflow) 42
| 7850 Py AE
KA A7 O AN S 8 25 H
P A IVM B E
»JDK 1.4.1_01 Q& XA —A
Frigenl (115 java BEHUE R .

— .
)

W57 ava. util . zi p 47"

R ol 70154 1
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Java AR 10 #E

TATHRZAZ ey x, y=0lt, =S EUR B

tuple(new byte [0], x, | nt eger. MAX_VALUE- y)
e[l BEASENE, RAELERZEIDK R E T B EdE DU H
(silent overflow), FT LA /Colib ZE A1 IV MER K I A 2112 35 H

e A 7 v H——u pdateBytes ikl EWHEAB S —N e
N AF- U T % T8 VM2 91 908

D:\ > java CRCCrash

An unexpected exception has been detected in native code outside the VM
Unexpected Signal : EXCEPTI ON _ACCESS VI OLATI ON occurred at PC=0 x6D3220A4
Function= Java java_ util _zip ZipEntry initFi el ds+0x288

Li brary=c:\java\l.4.1\01\jre\bin\zip.dll

Current Java thread :

at java.util.zip. CRC32. updat eByt es(Native Method )

at java.util.zip. CRC32. updat e( CRC32. j ava: 53)

at CRCCr ash. mai n( CRCCr ash. java : 3)

Dynam c |ibraries:

0x00400000 - 0x00406000 c:\java\l.4.1\01\jre\bin\java. exe

[... lines omtted ...]

0x76BB0000 - 0x76BBB0O00 C:.\ W NDOWB\ Syst en82\ PSAPI . DLL

Local Tinme = Mon Mar 17 14:57:47 2003



Java [z 1 #0m Y
CRC32 Z& SLVF v 5722 i X A 56 A
BanE — N EEMNX (1,2,3,4) B0 H B RS AR T B
CRC32 ¢ = new java.util.zip. CRC32 ();
C.update (new byte []{1,2,3} ,0 ,3);
(H & AERAR LA T AR B N ik
C. updat €
3);

¥ 55 IDK 1.4.1 01 A1IDK 1.3. 125 AIKIIVM i it
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Java B 10 S ¢
— DS Ay [

TSt B AE % F 7 SR SEIVMEER S o (1901 Domino Fi45 25 8
5%, Tomcat HTTP {45 32) 1 A5 46 0 B0 1 5 4 st R i AR 4 %5 |
Kk

S(EA=E
S 255 s PR AL A T

» Java.util.zip.Adler32().update();
< Java.util.zip.Deflater().setDictionary();
< Java.util.zip.CRC32 ().update();
< Java.util.zip.Deflater().deflate();
< Java.util.zip.CheckedOutputStream().write();
« Java.util.zip.CheckedInputStream().read();
< Java.text.Bidi.<init >;

http /[[developer.java.sun.com/developer/bugParade/bugs/4811913.html

~ also bugnr = {4811913, 4812181, 4812006 , 4811927 , 4811917,
. 4982415, 4944300, 4827312,4823885}



http://developer.java.sun.com/developer/bugParade/bugs/4811913.html

2 Xcon 2005

Java s 1 B0 Y
EN A

Before  public void update(byte[] b, int off, int len) { i
IJDK 1.4.1 if (b ==null) { throw new NullPointerException(§s
01 if (off <0 || len <0 || off + len > b.length) { R
throw new ArraylndexOutOfBoundsException(); S

| [0

crc = updateBytes(crc, b, off, len);

}

After public void update(byte[] b, int off, int len) {
JDK 1.4.1 If (b == null) { throw new
02 NullPointerException(); }
If (off <0 || len <0|| off >Db.length -len) {
throw new ArraylndexOutOfBoundsExeept

}
crc = updateBytes(crc, b, off, len);

i%XFDCUS TEAM




Java s 1 B0 Y
B (AT )

|I Before (1.4.1_01) After (1.4.1_02) \'

. lload 2 . ilload 2
ciflt 28 - iflt 28
. ilload_3 . ilload_3
. Iflit 28 Ciflt 28

: aload_1
. ladd ?%@ﬁﬁ . arraylength
: aload 1 . iload_3
. arraylength . isub
. If_icmple 36 . if_icmple 36

RGN - ¢ 1 0 mHRTTT




Java AR 1 fE =R Es 4
WA e S AZ I R R ?

1. WA add Fi5-2 >k HdBE 1 e @y vk

2. i add A RALREEE (I B HEREE & 6 ORIE T
i | oad ?) RPBAT— o ER &

3. ;&5 e e H EAER SR — A" 7% (i nvokevi rtual ,

| nvokest ati c)

B-xrocusteam
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AP1: 5ig Fatil

- ARG IXBB B AR ARE (BT T-19784F), IVM Bt fit— (
AN B ARSI DL IMEAE IR AT A X R G o 1iAE
274F Jg it ) Java 1.5 (aka 5.0 aka Tiger), JVM{5%F fi#
AL 7] il

> X]LJDK 6.0/ 71X

>N TER SRR I (RBEZEREIRN) s, G R
2k (bounded primitive integer)<x 3 A 3 B (% adall #) .
subtype Month_Type is Integer range 1..12;

> WX N javade s AR R B 2R ITE, /0t e g 1
LT A1) VR ALE i S B
(Al RefEJava 6.0 Hi 3L ?)

B-xrocusteam




2 Xcon 2005

AR 20 PR AL ) EIAE H o
S QI Mavark G BT new i 4, EAIAIE OO

> ABJE: Java JEAIAL API (j ava. i o fL—354y) Fovrmkid #yid ek
Bk e S e, LA B R R s Ak B — A
Ljsocket, CAFELTFTTEH Y E R

java. i o. Qbj ect | nput St r eam(OIS)

> OIS M5 — BT AL IRM SR FFAMME S, 1 TR B
IR 5T A FIIVM v
bW AKE G AN OIS T I, 4 kA

readCbj ect FESHIAA -

B-xrocusteam
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AP 2: XU R

i ,
S EEPAINE BN B AT RE B ATIVMIE N AN, 25 5 L I A CHS S
I, Mt TR - |
& methods A BEALTAEVK H 2 HIACHE, IDK A PR ARPTAE
AT =5
P WU A ReE A T T AR B I HORE AR N R IR

il A ST AR T
~JVM may become unresponsive® [Sun Alert
57707]

FEWIN32V- & L FEIVM F1 35
fih R — AN RAEFEE] Qut Of Menor yEr r or $5i%, &

LRSI BRI R (P,
i, EFBk try/catch R ) “ ...
i Xeon

B-xrocusteam




57707 http://classic.sunsolve.sun.com Dec:
/[pub-cqgi/retrieve.pl?doc=fsalert%2F57707

Sun(

Sun &lert ID: 57707

wynopsis: Java Buntime Environment Remote Denial-of-Service (DoS) vYulnerability
Category. Security

Product: Java S0H and JRE

BuglDs: 5037001

Avaidance: Upgrade

State: Resolved

Date Releazed, 20-Dec-2004

PR Ciodo T loesomcds 0L o T . _____________________.____ '

1. Impact

A& vulnerakilty in the Java Runtime Environmernt (JEE] invalving okbject deserialization could be exploted remately
to cauze the Java Vidual Machine to become unresponzive, which iz a type of Denial-of-Zervice (Do), This
izzue can affect the JRE if an application that runs on it accepts serialized data from an untrusted source.

Zun acknowledges with thanks, Marc Schoenefeld, for bringing this izsue 1o our attention.

? Contribhutina Factars
(Z) Find Mext (2 Find Previous Highliaht T~ Matkch case

—

BFxrocusTeam  BEUING.CHINRA 2 2002-2005



http://classic.sunsolve.sun.com
http://classic.sunsolve.sun.com

AP2: 75146 I EIE FE

“Tfﬁ_ Before Pprivate void readCoject(]ava.io. ijectlnputStream
s)throws.. {

s. def aul t ReadOhj ect () ; /1l Initialize counts
JDK groupCount = 1;
142 | ocal Count = 0; // Reconpile object tree
= If (pattern.length() > 0)
05 conpile();// so we conpile for the next 1600 years
el se

root = new Start (| astAccept);
}

After Pprivate void readQoject(java.io.ObjectlnputStream
S)throws.. {

s. def aul t Readbj ect () ; /] Initialize counts
JDK groupCount = 1; // if length > 0,
U722, X sy OCATCONG B0 I ERIEEIE( azi | y) SEHBIER

conpi l ed = fal se;
w00 o if (pattern.length() == 0) {
| - '*}' root = new Start (| astAccept);
mat chRoot = | ast Accept;
"ij conpil ed = true;
e}

B-xrocusteam




AP2: 1 {r] £

2 Xcon 2005

' AZ I FEH

ORI ?

1. NI readObj ect 7€ XK HE B A I 0] JBIZE 7Y
2. XTHBLLIRUL, FHREEEHIE ARG FERAM A o
(2 A7 2800 R G bk — A IENIRIL?)

. EIERERE.

. #2555 7EH (bytecode backward branches) [
. ARED A T 552 ediffinative code Jf AT A 7 Ree

R ALy 1782

Findbugs bytecode detector 7] sZHl % 4

B-xrocusteam




2 Xcon 2005

AP2: #Eig FEtil

PN rcadnj ect FIEEEREI KBRS RS RN
B (scrializabl e)HER g8
B siSeri al i zabl e KRB eadchj ect I, 7 8

B LUBEATS (payload) A — g EEAEAR AT B
B U S R M A g IR 2 S — Ik B
> [FEFERIFENHEH T readExt er nal 5k, &S
Ext er nal i zabl e 3 0 BEENER 4T

B-xrocusteam



2 %eon 2005

AP3: R RAHS B EIAE H

> ﬁ%ZIKEI"JJava i )12 4

VRTHAT RS, g4 Y
e IRAEVFAT P e B s Het)i i, |

HA 3P KR8, WEBERp MK, BURA BERTT




AP A 1) BAE

SRR YT PR Bkt HE AR S8 R ®
» TFﬁH/ﬁHF(user classes) K EWVFAT, IRAEHAT L ZLH] T .
BT YEJVF Al SEAN—FE I

Graphics application initializeDocument
A graphics routine generateTmpFile
Java.io.File createTempFile
Java.io File checkAndCreate
java.lang. Security. Manager checkiWrite
java.lang. Security. Manager checkPermission 3
java.security. AccessController checkPermission b
java secunty AccessControlContext checkPermission

Graphics application initialize Document
Some graphics library generateSymbol Font
Java.awt.Font reateFon
java.security. AccessController  doPrivileged 5
Java.awt.Font$1 T |
Java.ic File createTempFile W
Java.ic File checkAndCreate 9 SOOO00
java.lang. Security Manager checkiynte NI
java.lang. Security Manager checkPermission o
java.security AccessController checkPermission At
Wy java security AccessControlContext checkPermission R




27 %eon 2005
AP35 BUHE R EIAE T - XU A3 [

- el
= —/attackern] fe il iz 5% AR TIB R I H I 25 32 R A ORAP B (191
INLP & applet ¥04H)
> A JnE IDKH RS R, 5 H.45 N FH R [ codesources LURFAY.

B AN G [, B 5 O 2 T 2R A A AU BRI BRI R AR
filf A5 2K [ payload

i 25 applet YO FE IR b bl 2 42 5 A7 AE i SO

SN N SR T AT SCER) 2 1 s L
b, SRR L& IR R 40T

(http://www.derkeiler.com/Mailing-Lists/Full-
Disclosure/2004-07/0462.html )

15 P P 25 4 4 B I RSO I 2 P L T
VRl ]| e :::f::'_

| 325 X'con R



http://www.derkeiler.com/Mailing-Lists/Full

AP3: R B )

) Full-Disclosure: [Full-Disclosure] IE sucks : sun java virtual machine insecure

Datei EBearbeitenm  Ansicht Gehe  Lesezeichen  Extras  Hilfe

- & O QM
P Getting Started ) Latest Headlines
Der
Keiler

http: f v derkeiler . camfMailing-Lists/Full-Disclosure f2004-07 {0462 . hkml

s JFT Dz-|Bze| 3

Ini']3 ]_Jﬁ3j.n]_‘5]@wj @ E«.Hng




L 1)

o A HmEE
< HT T FE IR M bugsS AT AEAE T IDKH, Bt MR A=, &
Al HBER
v RVELE Q2/2004 B A, BT Bl 4k A 45 Sun

B-xrocusteam



AP A 1) B E

2 Xcon 2005

JnA] A% ?

1. WA AEdOPri vi | eged i 3 H V878 ) o) Bi2s Y 20
2. XTARLESS A A P SRR R AL B AU AT o e

2 T 2

| ARRZAFATE R AR T 0] 21 32 OR3P BT YR
I SUR S Hoie it R 4 AR 52 A5 AR A9 AR
L AEARAG AEAUE AT AR R B

Findbugs &7 b il &% v] LA SEILIX AN AR

B-xrocusteam




arlian

-2

2 Xon 2005
AP3: G518 R Y

MR R it SRR EESERE XUT) &

& %) Sun:
F 1B EAEIDKE AU H i bugs
s XA R
S AEAE R ER A S =T Y He, RGAATAT AEFT AL
PRTRIT ) 22 4 SR |
S ORI R
F AEURACHS P AR AU AT BERE
[http://java.sun.com/security/seccodequide.html]

o AR T, TR 2 PR SR R AR



http://java.sun.com/security/seccodeguide.html

2 Xcon 2005
AP4: Avia =) 1 H]3k(Scope)
R o s, Rsemsh RS B S, o et gl
Bl (vackage private) i 5 A2 754 fr(private), £ (protected )/ 8

I 1 ZAE B B SE4E. [Sun Security Code Guidelines]
» ORI N AF IDKYTE (Hidava Media Framework (JMF))

IR,z i 2 2

B-xrocusteam



AP4ANE Y 1E

*aiﬂm@

F B e FH 3245 I ARk (
KR THRLRR, 51 4n IMF
NANZ A R 2

2 Xcon 2005

138 XU AT G,

%

Hjjavadl &) if AllPermissions

s
LA (native) 7 141 0 RSN AT

NI IMF 2R

3% [long value data]

Fige | — MR HYIELA AT

& P DAASZ A5 AT applets i 7] LLSZ R ) 22 48 N A7

B-xrocusteam




Tl USRI

APAANE 2 I1E)

http://classic.sunsolve.sun.com
[ /[pub-cqgi/retrieve.pl?doc=fsalert%2F54760

— LA

T SUppOT OOCORETTS Jump 1o [ARBETES 10 =]

¥ Security Infarmation Font Size[ Increase | [ Decrease |
-Latest Security
e synopsis _ foate |
'SE':'-!”W Bulletin SAT60 Java Yirtual Machine (JYM) May Crash Due to Yulnerability in the Java Media Framework 14 May
Archive {JMF} 2003

-Decurity Sun Alerts
-mecurity T-Patches

ey T-Patches — .
License Sun(sm) Alert Notification

1. Impact

A vulnerability in the Java(Th) Media Framework (JMF) may potentially allow an untrusted applet to exit
unexpectedly ("crash") the Java Yitual Machine (J%N) or gain unautharized privileges..

ey - [ e R e o e S L o

- SunSolve WorldWide * Date Closed: 14-May-2003
- SuppartFarum * Date Modified:

-About SunSolve

-Feedback

_Site Map 1. Impact

- Features/etc.

- Zunzalve Home A wulnerability in the JavaTht) Media Frarmewoark (JMF) may potentially allow an untrusted applet to exit


http://classic.sunsolve.sun.com
http://classic.sunsolve.sun.com

2 Xcon 2005

L APAANTE IR B HEA
Before (JMF After (JMF 2.1.1e)
B 2.1.1c)

B | public NBA { public NBA {

public long data; private long data;
public int size; private int size;
public Class type; private Class type;

i )

__ 2) publicHifinalizeZ5 5 HI1E 4% & Sy protected, %U\&ﬁ%’éﬁbﬁﬁ"‘*
3) BB F BB R T 1E A Kprivate (classZHl) 1EFH I, X

B-xrocusteam




AP ANTE 1 FH B0 B AR
LRGN R
1. BWEEMpubl | c 288 SKEFEAE ] n) @R AY
2. AT ARLESEA, K
. HIEFEE XN public
1. J33EE X h public
. public J¥EiREl—A> private, protected P34 1) 51 H

Findbugs HITIE SCRIIN 2% m] SEE RE A7 7 £E 1Y 1) R R A

B-xrocusteam




O

AP4: 75 FaEtil

> AETFIRAN T B E AV S AR AT fig 5 Bkl v 1] 22 AL

> @wx [http://java.sun.com/security/seccodeqguide.html]
> WA FHpublicZ 4, ﬁ‘/fml_lii%ﬂﬂﬁwm]ﬁ/i:(accessor

methods )i i p A, ATt Ay o, 7 A B 1 T LU 7
@fﬂf’]?ﬂ%ﬂzﬂﬁﬁéf/‘%‘(central|zed security checks).

> BHIAEfTpublic 7751 0] HH BEAS AT ] 55136 A S 20 0 1T o A S 4
TEWME .



http://java.sun.com/security/seccodeguide.html

2 Xcon 2005

AP5: JEASTAST =

N WA HE A A (non-final) 4 JL ## A AP (static variables)

s ORI BEAME AR RS A IERSAR R, O B DLARA I AR AR = A A S
A3 24 BIAUR |
o RAEST, ANOXRHEAT SRR SIRE, ERESEAEMN A vert EAT ALY
T ARG AR ERA .,
[Sun Security Code Guidelines]
< FR#ESun Microsystems [ http://www.sun.com/software/security/glossary.html ]
ARiE covert channel 7€ X4 F:
< Wk B AR R AT SR @ TR OB TE . B RV DU T e 4 e s
i 7 2R AR 3 A5 IS
¢ WATK RS ORISR R XN REARE R, ATRSECEEAH A
DRI BRIA] B RCEE BEAT I



http://www.sun.com/software/security/glossary.html

APS: 2T A &, XS 50

<~ Static Variables (#¢boot classloader(like the ones in rt.jar) Bi& &9

J& It classloader®idk) £F—ANIVMA 2 —N B (singleton)

> Non-final static String FER W RSB FFLIFHjavart R4 BB M
FR U7 5] B AT B Fe A AR 35k

Browser VM

o

Applet from site A Applet from site B

Serial obj. Serial obj.
A

Protection Domain A Protection Domain B

Y org.apache.xalan.processor.XSLProcessorVersion.LANGUAGE
org.apache.xalan.processor.XSLProcessorVersion.S_VERSION
javax.swing.JDesktopPane.LIVE_DRAG_MODE

Protection Domain
llib/rt.jar ,AllPermissions®




AP5 E[IE,\ A3 g%,UEEE AU %{B

heise crnlme e |}{ Technnlngy F{ewew Telepnlls 3 mnbll Securlw c‘tW Jobs - IT-Mark

Versteht nicht jeder,
Ist aueh besser sol

| Suche .. = 23.10.2003 10:27

=< Vo Hichsate ==
7-Tage-News SHEh| e
News-Arcluv s : Hilf=
B Unsionierte Java-Apnlets brechen aus

http://www.heise.de/newsticker/meldung/41308
Unsigned Java-Applets jump out of Sandbox

I sogenannte Sandbox verhindern, die den Zugnff von Applets auf’ ;;;:;:é;
Chat-Events Eessourcen des Systems und anderer Prozesses verbietet. P
F A Auf Grundlage der Java-Elasse ;ﬁiﬂi:j
Abo & Heft org.apache.xalan.processor. Xo L rocassorersion ur
E ontalet Verarbettung von XIL-Daten hat Schoenefeld eine Demonstration \
Iediadaten des Fehlers progratmiert. Ein unsigruertes Applet hest dabet Daten o K : £ ; j
| aus etner Vanablen eines sigmerten Applets emner anderen Doméne. ’ hj 3 3 , !
& gguwj_llﬁirz;_kustemos Werandert das unsignierte Applet den Inhalt der Variablen, kann das e AN
S R o | g sigrierte Applet sogar abstirzen. Getestet wurde das Werhalten muit YL
S cuns JDEVSDE 1.4.2 01, eme Lésung fir das Problem gibt es Rl
e T
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2 Xon 2005
APS: AT AL i A
Before (JDK1.42 04) After (JDK1.42 05)

publlc class org.apache.xalan.processor. public class org.apache.xalan.processor.

XSLProcessorVersion { XSLProcessorVersion {

public static final java.lang.String public static final java.lang.String
PRODUCT; PRODUCT;

public static java.lang.String LANGUAGE; public static final java.lang.String
public static int VERSION; LANGUAGE;

public static int RELEASE; public static final int VERSION,;
public static int MAINTENANCE; public static final int RELEASE;
public static int DEVELOPMENT; public static final int MAINTENANCE;

public static java.lang.String S_VERSION;  public static final int DEVELOPMENT;
public static final java.lang.String
S_VERSION;

}

(ngl BN ERENE RIS, 00, Aol
LR %
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2 Xon 2005
APS: E 2T A &

YA B A% ?

1. findbugs PRI IISE B Wpubl i ¢ KR Sf v 72 (1) 1] S50
Syl '
2. XTAREESS, FATFEHK
| FEREEE 7 BORIString € X Ahpubl i c static, non-fi nal
. WNZRBHIEFE, W, BN public static
. RFUTE( + 1) H ) non-public SE41IH) 774
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i
+ Non-final static 7B SR VFAE AN PRI IR VT B il e, kil v
Wnapplet Y04 (sanbox) X FE 2R
> F [http://java.sun.com/security/seccodeguide.html] [
> Rl e ANZ24E H non-final public static variables, X4 %A MLk f;fffff

P A A 2 A A 2 75 8 24 OB 258
>l I, N0 IR RIS 5 AR static states, [ E T BAZERIA A 8
FHSL T RA R AR T i
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2 Xcon 2005
A 6: 8 H R 2 i

B 555 AL T AL 1 B T DA R R G R B A AL AL
DRIt 0 230 X 43 2 i A B R PSR AR B, O 1T B R R o
% [Hermann, Krumm] [

B i A AR A el AT, JDKIRR i

SR TR IS BT A, AN D) RE
| © JDK ({Eh—/component-structured 1 [E £ N ) MApache
foundation#S L E=K T VF Z XML DIfE. X Tk A ZIIDKH 25377
Ak, EEHE LR RADIEY e ?
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PR "
AT > A ZIDKH FXSLT parsers& HEEM 555G apache XALAN JHA7pR A 5 S
B 3R, BT M http://xml.apache.org T # |

PR BRI R RO VE, Rl SRV H e X REL, AE XSLT

(extensible stylesheet language transformations) H 4 i H.

» FEZEREFKINon-final static AT EEEENER , AT EN G 4E
I 2| VM £ H T

N B ERAEREAS XA ER  RFEEREETE
N R B R BRI ZAE RS R



http://xml.apache.org
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[Frinter-Friendly Page

Document Audience: PLBLIC

Document I0: a7E13

Title: Document 1037613

Synopsis: Java Furtime Environment May Allowy Untrusted Applets to Ezcalate Privieges
Upddate Date: 2004-08-02

Sundsmij Alert Hotification

=un Alert D 57613

=vnopsis Java Runtime Environmert tay Sllowe Untrusted Spplets to Ezcalate Privieges
Category: Security

Product: Java JRESDE

020333, 4934066
,,,,,,,,,, o L lmem o

1. Impact The X5LT processor included with the Java Rurtime Environment (JEE) may allowe an
L untrusted applet to read data from another applet that is processed using the XSLT processor and
g may allow the untrusted applet to escalate privileges.

TS T AT T T TS T T TSI =T T T O T TS T T T T T T =1 T T

the XZLT processor and may allove the untrusted applet to escalste privileges.

=un acknowledges, with thanks, Marc Schoenefeld for bringing these iszues to our attertion.
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R 4~4E§%%ﬁﬂ¢i iﬁJ
B ) Before (JDK1.42_05)  After (JDK1.42_06)

public class _ _ public class _ _
org.apache.xpath.compiler.FunctionTable { org.apache.xpath.compiler.FunctionTable {

public static _ private static
org.apache.xpath.compiler.FuncLoader(] org.apache.xpath.compiler.FuncLoader(]
m_functions; m_functions;

[..] [...]
} }

ZE M SO ALE I BE 5m D) e TR 2 2K K AR5 PRI AR U
REWS 2B AT . BOR PR, ZEMBR T A 4 TR S 1 &

B rivate 1 UHILIE MR ARA R XSLT ARHT-28 P B SR IR 2.
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2 Xcon 2005

K B 7ae ot ik G ol KIS

AN A A S s

L B AUERALR R, DA A R R D

. K EE Integer % HY

. RAEIEFPE I, FEILRIEH

. R AR A g ol 2 2 4 AR AR, “AllIPermission”
£r3735 (protection domains).

 REAGEREHE, S A IC T BN RE I 2 et . .

. {Estatic non-final 7Bt fistatic mutable 745288 FOCHIES L S
HIE (WA FEEEAE ). e
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S TR SO RT 1 | 7 i findbugs s JSRI T ALk

A I Ath AT O 2 A R

o BRI K2 TR MfindbugsHF 4, BT AR IR AL PR (1.
S VP TR H 2 45 T HUbcR— M, — S
RE %, 0
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