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o Bfd)ZE % elf e/ i fdHr




2 Xcon 2005
EIfSCAA% U /1 ELFSCH

ELF3C ARk

char magic[4] = "\177ELF";// magic number

char class; // address size, 1 = 32 bit, 2 = 64 bit

char byteorder; // 1 = little-endian, 2 = big-endian

char hversion; // header version, always 1

char pad[9];

short filetype; // file type: 1 = relocatable, 2 = executable,
// 3 = shared object, 4 = core image

short archtype; // 2 = SPARC, 3 = x86, 4 = 68K, etc.
int fversion; // file version, always 1
int entry; // entry point if executable
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2 Xcon 2005
EIfSC 4% 2R /h2 ELFSC A

L

int phdrpos; // file position of program header or O

Int shdrpos; // file position of section header or O

int flags; // architecture specific flags, usually O

short hdrsize; // size of this ELF header

short phdrent; // size of an entry in program header

short phdrcnt; // number of entries in program header or O
short shdrent; // size of an entry in section header

short shdrcnt; // number of entries in section header or O

short strsec; // section number that contains section nhame
strings
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2 Xcon 2005
Elf AR L T8/ 3 Sectionk

Section kL
int sh_name; // name, index into the string table
int sh_type; // section type
int sh_flags; // flag bits, below
int sh_addr; // base memory address, if loadable, or zero
int sh_offset; // file position of beginning of section
int sh_size; // size in bytes
int sh_link; // section number with related info or zero
int sh_info; // more section-specific info
int sh_align; // alignment granularity if section is moved
int sh_entsize; // size of entries if section is an array
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00000000
00000010
00000020
00000030
00000040

bfdfi#drelfi

SR MIE el STk

7f 45 4c 46 01 01 01 OO OO OO 00 00 00 00 00 00 |.ELF

02 00 03 0001 00 0000 948004 0834000000 J|.ceevvvnnn-. 4...

26 000000000041 41 4141414141414141 AAAAAAAAAA|
00 00 41 41 41 41 41 41 41 41 00 00 00 40 41 41 |..AAAAAAAA...@AA]|
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAAAAAAAAAAAAAA|

B-xrocusteam



bfdfi#drelfi

Elfcode.h 3 f}-elf _object_pri#i4+ -
bfd _set start address (abfd, i_ehdrp->e_entry);
if (i_ehdrp->e_shoff = 0)
{
if (bfd_seek (abfd, (file_ptr) i_ehdrp->e_shoff, SEEK_SET) !=0) //i#it
shofffk#lsection# %
goto got_no_match;
if (bfd_bread (&x_shdr, sizeof x_shdr, abfd) != sizeof (x_shdr))// & —
“Nsection=k
goto got_no_match;
elf_swap_shdr_in (abfd, &x_shdr, &i_shdr); // ¥4t kinternal
if (i_ehdrp->e_shnum == SHN_UNDEF) // t1{ }sectionZ }0, fFH%E—4
section L[ {1/
I_ehdrp->e_shnum = i_shdr.sh_size;
iIf (i_ehdrp->e_shstrndx == SHN_XINDEX)
I_ehdrp->e_shstrndx = i_shdr.sh_link;
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bfdfi#drelfi

/* internal T X [ sectiondi Sk 3 1 25 1] */
if (i_ehdrp->e_shnum != 0)
{
EIf _Internal_Shdr *shdrp;
unsigned int num_sec;
amt = sizeof (*i_shdrp) * i_ehdrp->e_shnum; // 52 i _shdr.sh_sizef K/
i_shdrp = bfd_alloc (abfd, amt); // ZrfitamtK /NN 77
if (1i_shdrp)
goto got_no_match;
num_sec = i_ehdrp->e_shnum; // i_shdr.sh_size
if (num_sec > SHN_LORESERVE)
num_sec += SHN_HIRESERVE + 1 - SHN_LORESERVE; //0xffff-OxffOO+1
elf_numsections (abfd) = num_sec;
amt = sizeof (i_shdrp) * num_sec; // %
elf_elfsections (abfd) = bfd_alloc (abfd, amt); // ZBCA5 RN AR RN, S THIRFZ A7 X )
P IF 2 30k
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2 Xcon 2005
B

cBfdg— 1% R bR RE2ITK
W T HEA=MHSE], W: objdump,
gdb...etc.

RO zImTSA W REINZ Iy, AN E %

g AR R T CRHER A T
JiE §I’J setuidf2/F)

e 1’E%+XT%33F?FEAJ% ) Bt
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> Reliable linkers never crashJ
B e N R R R S S o1
- ABHN VR R

& Gentoolfjpatch /7% : &% IEm 'k
~ GUNHRJpatch 7 58 f & 850 H
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- Lib3CAHRIobj ST e
- LibSCAF i -
& Lib3CAF 2k —

Header

_—'I_jP (Sectlon) 2% Linker Member

Header
Longnames MMember

Header
Contents of OBJ File 1
(COFF format)

Header
Contents of OBJ File 2
(COFF format)




Lib3f
S i Y AL T
typedef struct {
unsigned long SymbolNum; // JEH
Fr R
unsigned long SymbolOffset[n]; // %5
FIr7E H FR 1 R m A%
char StrTable[m]; /] £ 24 H5
TR H AR
}FirstSec;
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000000
000010
000020
000030
000040
000050
000060

40 ..

000070

Link.exejk i

21 3C 61 72 63 68 3E OA 2F 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 31 31 30 33 30 30 35 35
34 35 20 20 20 20 20 20 20 3C 20 20 20 37 20 20
30 20 20 20 20 20 20 20 32 34 33 20 20 20 20 20
20 20 60 OA 40 00 OO0 O7 00 00 02 62 00 OO 02 62

2 Xcon 2005

u?%ﬁEﬁIﬁ%&&ﬁ I3, M2 0x44 804
PR, HFAN T N A7 5 2= 0x40000007

I<arch>./
11030055
< 7

00 00 02 62 00 00 02 62 00 00 02 62 00 00 02 62 ...b...b...b...

00 00 02 62 3F 3F 5F 43 40 5F 30 42 41 43 48
.b??_C@_OBACH@
4A 4B 49 43 40 43 43 AD 43 43 43 43 43 43 BD 43

JKIC@CC.CCCCCC.C

000080

43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43

CCCcCccceeeecececece

000090

43 43 43 43 43 40 00 3F 3F 5F 5B 40 5F C5 48 41

CCCCC@.??_[@ .HA

e

48 40 45 42 42 43 40 41 41 41 5541 41 41 41 41

SO=-55C @AAAUAAAAA
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2 Xcon 2005

Link.exeX|sectionf) Ak

» LINK.EXE A3 HS, Eotmfic —BuNAT, MRS AT
R, NEKD = FK55%80E * sizeof(char*)AE T

0045FB54
e
0045FB57
0045FB5A
0045FB5B
0045FB60
0045FB63
0045FB65

mov

shl
push
call
mov
XOor
mov

e

edx,[ebx+0x18] ; [EBX+18] {#1E4F 5]

edx,2 ; fr 58 * 4
edx

00451B20 ; 7MECAAE (malloc)
edXx,[ebx+0x18]

ecX,ecXx

[ebx+0x28],eax ; RA7 7 F 2 1) A A7 i hik:
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2 Xcon 2005

I 1l S .

UM A T BT AT 5 AR 747 e i, JFICIX S ik 3 E 21)_F i 7y Bo 2 N A7

0045FB6F mov edx,[ebx+0x28] ;7 BC ) P A7 ik

0045FB72 mov [edx+ecx*4],eax S PRATRT 5 277 5 B N A7

0045FB75 mov dl,[eax]

0045FB77 inc eax

0045FB78 test dl,dl

0045FB7A jz 0045FB83

0045FB7C mov dl,[eax] AL N — NS AT R

0045FB7E inc eax

0045FB7F test di,dl

0045FB81 jnz 0045FB7C

0045FB83 mov edx,[ebx+0x18] ;[ebx+0x18] I FF 5 &

0045FB86 inc ecx

0045;%?é cmp ecx,edx S UER O BRSO /N TR 9 B0, W4k 2t
TT

0045FB89 jb 0045FB6F
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2 Xcon 2005

Cit ? %

AT RO, TR R
- BIC ¥ R HEAF MR LA L (0FTD:

DWORD* pTable = (DWORD *)malloc( SymbolNum *
4);

/13X B 25 H IR

for(int i=0; i<SymbolNum; i++)

{

pTable[i] = ARV HIRF 5 745t ik ;
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Bfd

7Edo_slurp_coff _armapi % :

static bfd _boolean
do_slurp_coff _armap (bfd *abfd){

carsym_size = (nsymz * sizeof (carsym)); //used the nsymz from file
ptrsize = (4 * nsymz); //integer overflow here

/™ Allocate and read in the raw offsets. */
raw_armap = bfd_alloc (abfd, ptrsize); // allocate wrong memory size here
If (raw_armap == NULL)
goto release_symdefs;
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