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"2/} X'con 2004 A A AL — 7 ok

* Psapi |
— EnumProcesses()
* ToolHelp32 |

— Process32First()
— Process32Next()

. NtQuerySystemInformatlon()
SystemProcessinformation = 5

aExpGetProcessinformation()

a k& G ActiveProcessLinks
az zEPROCESS
i CESEE AL
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N2/ X’con 2004

EPROCESé

« EPROCESS# 3 o~ &£ 44
DWORD  UniqueProcesslid
LIST ENTRY ActiveProcessLinks

Char ImageFileName[16]

oo ETHREAD # 38 4~ 4 44 .




%X’con 200U ActiveProcessLinks

kd> da poi(PsInitialSystemProcess) + 1fc i

8la2fcs5c "System”

kd> da poi(poi(PsInitialSystemProcess)+a0) -a0 + 1fc

8132af5¢c "SMSS.EXE"

kd> da poi(poi(poi(PsInitialSystemProcess)+a0)) -a0 + 1fc

8134af5c "CSRSS.EXE" |

kd> da poi(poi(poi(poi(PsInitialSystemProcess)+a0))) -a0 + 1fc .
" 8119375¢ "WINLOGON.EXE"
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« Hook NtQuerySystemInformation()
— Hook SDT
— SystemProcessinformation=5 |
SystemHandlelnformation=16
— £
« Hacker Defender (holy_father@phreaker.net)

“end B & A ActiveProcessLinks# A 42
=T 4hmHook NtQuerySysteminformation()
= 2L

1
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« s ActiveProcessLinks L. 354 f %

— 2. !
« FU_Rootkit (fuzen_op@yahoo.com) |

o Al A K AL B4k KA [ R A A2

— KiWaitInListHead. KiWaitOutListhead.
KiDispatcherReadyListHead
— <7 X - Hook NtQuerySystemlnformation()
wiooT ¥4 44 m 2K ActiveProcessLinks L 4 4 &
= %, & A Windows XP fe Windows 2003 _t. 5 1,
)
<ir . = Klister (Joanna@mailsnare.net)
.. KProcCheck (chewkeong@security.org.sg)
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YXoN 200U o 2 0 gt

o Gt KT A AR AR K 6 A2 A0 .
— http://www.xfocus.net/articles/200404/693.html
(Kinsephi@hotmail.com) -

« Hook SwapContext()
SwapContext() & # & A&! .
__fastcall SwapContext

(
PETHREAD Swapin,

PETHREAD SwapOut
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@f})(’con 200U Hook SwapContext()

« F #HWindows 2000/XP/2003

s Ak &5 Lbm, T5

o TuUAen] A G AAA Eke R R A AR G Tk

SwapContext() # & £ — A3 & &

— & A 44 19 AL

— TRFHEL Y

e R
—http://www.rootkit.com/newsread_print.php?newsid=1
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@f))(’«m 200U s#EPROCESS #§ 3&4‘5“:

« Windows NT 5.0. 5.1

— EPROCESS. SessionProcessLinks
* R 1,4 SystemAesmss.exe '

— EPROCESS.Vm.WorkingSetExpansionLinks

e WindowsNT 5.2

— EPROCESS. MmProcessLinks
kd> dt EPROCESS ImageFileName poi(MmProcessList)-238
+0x154 ImageFileName : [16] "Idl€" |
kd> dt . EPROCESS ImageFileName poi(poi(MmProcessList))-238 |
+0x154 ImageFileName : [16] "System"
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%ﬁ‘?)(’cm 2004 #,5| % — ANEPROCESS

* Ntoskrnl.exe & & #3PslnitialSystemProcess

kd> dt EPROCESS ImageFileName i
poi(PsInitialSystemProcess) i

+0x1fc ImageFileName : [16] "System*

* ‘NtQuerySysteminformation()

— SystemHandlelnformation = 16
-.SYSTEM. HANDLE_INFORMATION.Object
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7/ X'con 2004  #31%— NEPROCESS

* §| AKPCR

kd> dt KPCR PrcbhbData.CurrentThread ffdffO00
+0x120 PrcbData .
+0x004 CurrentThread . Oxff91e740
kd> dt ETHREAD ThreadsProcess 0xff91e740
+0x22c¢ ThreadsProcess : 0xff9011c0
kd> dt . EPROCESS ImageFileName 0xff9011c0
- +0x1fc ImageFileName : [16] "kd.exe"
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"2/} X’con 20014 i# TR 4% 4 48 -NT 5.0

c BRI ARG |
RtlInitUnicodeString ( y
&PhyMemString,
L\\Device\\PhysicalMemory
);
ZwOpenSection (
&hPhyMem, SECTION MAP_READ,
&PhyMemAttribs
);
MapAddress = MapViewOfFile (
hPhyMem, FILE _MAP_READ, 0, ReadAddress, ’
- ReadlLength + GetPageSize()

— i = iy

v ||
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c KMt adh L ut
PVOID __ stdcall LameGetPhysicalAddress( PVOID KernelAddress ) ‘

{
PVOID PhysAddress = 0;

if((DWORD)KernelAddress < 0x80000000L ||
(DWORD)KernelAddress >= 0xA0000000L)
(DWORD)PhysAddress= (DWORD)KernelAddress & OXOFFFFFFF;
else
(DWORD)PhysAddress = (DWORD)KernelAddress & Ox1FFFFFFF;
__return PhysAddress;
g
— Flier Lu (flier AT nsfocus.com)
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« ZwSystemDebugControl()

NTSTATUS ZwSystemDebugControl (
IN SYSDBG COMMAND Command,
IN PVOID InputBuffer,

IN ULONG InputBufferLength,
.OUT PVOID OutputBuffer,

IN ULONG OutputBufferLength,
OUT PULONG ReturnLength
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%fr‘)(’cm 2004 i I A 4% 248 -NT 5.1/5.2

typedef struct  MEMORY_ CHUNKS {
ULONG Address; ‘
PVOID Data;
ULONG Length;

IMEMORY_CHUNKS, *PMEMORY_CHUNKS;

MEMORY_CHUNKS QueryBuff;

ZwSystemDebugControl (
SysDbgReadKernelMemory,
&QueryBuff,

.~ _sizeof(MEMORY _CHUNKS), |

- NULL, ‘

0.
i . - &ReturnLength

— i = g

:' 73 |
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Windows NT 5.0

kd>dt EPROCESS plmageFileName i
poi(poi(PsInitialSystemProcess)+a0)-a0

+0x284 plmageFileName : 0x81363fb8 "\WINNT\system32\SMSS.EXE" |

Windows NT 5.1/5.2

lkd> dt _eprocess SeAuditProcessCreationinfo.ImageFileName->Name
0ff894218

ntl \EPROCESS
| +0x1d4 SeAuditProcessCreationinfo ;
+0x000 ImageFileName

+0x000 Name . _UNICODE_STRING
"\Dewce\HarddlskVqumel\WINDOWS\system32\cmd exe"
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s WRLRL, BHEL G AXRL i 6
EPROCESS A 44 £ t 4545

- EPROCESSH# v & /i & 4 3%
— #| # ok 14

bt MmProcessLinks &# % & 2 ¥ tyEPROCESS #,
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[1]Hacker Defender
Holy Father(holy father AT phreaker.net)

 http://rootkit.host.sk/

[2]KprocCheck Tan Chew
Keong(chewkeong AT security.org.sg)

 http://www.security.org.sg/code/kproccheck.html

[3]FU  Rootkit - fuzen op(fuzen _op AT yahoo.com)
¢« https://www.rootkit.com/vault/fuzen_op/FU_Rootkit.zip

[4]KI|ster Joanna Rutkowska(joanna_AT_mailsnare.net)
.rootkit.com/vault/joanna/klister-0.4.zip
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[5] 4 it A %8 B 4% & gt 42 460
SoBelt(Kinsephi_AT_hotmail.com)

* http://www.xfocus.net/articles/200404/693.html

[6]Detecting Hidden Processes by Hooking the |
SwapContext Function kkasslin(kkasslin_AT_cc.hut.fi)

* http://www.rootkit.com/newsread_print.php?newsid=170

__[7]Playing with Windows /dev/(k)mem crazylord
(razylord_AT _thins.net)
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[8] &1 % #+& Windows NT %4 4k -4 k69 = ¥4 Flier
Lu (flier AT nsfocus.com) |

 http://www.nsfocus.net/index.php?act=magazine&do= V|e
wé&mid=2119 |

[9]#tNative APl NtSystemDebugControl 5 o~47 tombkeeper.i:
(tombkeeper AT _xfocus.org) '

* http://www.xfocus.net/articles/200408/721.html

[10] s Windows % 4.6 A 4% % € tombkeeper
(tombkeeper AT xfocus.org)

'-DJQ //vvww xfocus.net/articles/200408/724.html
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