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« Segment Overwrite (AddressOfSelf, Double
Overwrite)
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« Segment’s last entry update (normal operation)
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— .

Segment pointer to
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{ te last.gninerpdate (under attack)
Dummy entry gets updated. j
S Since the segment
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 Remapping Cache (AddressOfSelf)
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 Remapping Cache (AddressOfSelf)
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« Stabilizing execution environment
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— fiCachefg4l ¥ & JNULLSet Cache pointer to NULL so
FreelList[O] is used

— Clearing the heap “Free lists” (Litchfield’s method). This
approach will allow us to keep the heap in place and hopefully

get rid of the problematic chunks by clearing any reference to
them

—Replace the heap with a new heap. If the vulnerable heap is the !
process default heap, update the default heap field in the PEB.
In addition replace the RtlFreeHeap function with “ret” instruction.

Note: Some problem may still exist since some modules might
still point to the old heap header.

*—lntei;C;ept calls to RtlAllocateHeap as well as RtlFreeHeap.
' Redirect allocate calls with old heap header to alternative heap

1eader, just return when RtfFfdeHeap is called
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