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\z/) X'con 2001 What will we learn

© F M5 KL |
+ ##NIDS NEE om0 |
* fruk & A ig

o MR AR A
. g HIDS
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%X’COI) 20014 Shellcode = 4

o HiFHAEMITE ... L |
c LBHGARZE | ON f
c LAt T X Aofi B LT x P8 A 458 A |

— 5 HHERMITA £ % T shell w4, 5 |

c HuiITH LG GwiA A '

— i

%37 i




"z} X'con 2004 Shellcode % 4 (con.)

« stackiz & ,;
void fun(char *arg2,long argl){ :
char buffer[128];
strcpy(buffer,arg2); /* w/o bounds check */

return 0;}
¢ X86 #
4 byte argl
4 byte arg2
4 byte Saved EIP
4 byte Saved EBP
D ‘12'8 byte Buffer

%47




\27 X’con 2001 Shellcode % 4 (con.)

* 4o-Farg=BBB...BAAAA=136 bytes _ |
— 47 strepy() | oK .f
o X806 A, My |




"z} X'con 2004 Shellcode % 4 (con.)

* Inject vector a# ik
— G HHFHITARGHKTH = |
« M RAAE Z/4 8 H K, KA BT A % Socket...— 47 &
o 30 TR 6 # 4 |

« A& S :Stack Overflow,Heap overflow,Integer
overflow,Unsigned/signed,Format string,Calculate error

« Payload &%
— 2 A L G 15 A5 T ;

» Shell,virus,wrom,rootkit and anything you can think!

|
!

MY - o

Pig - —
3 . LA T Y '.I.“.‘.. ---_"I:;';.. -
; . T 2-a i-';:-‘

||
%67 i



Why learn shellcode
\zr/ X’con 2004 4 =

technique

— . 3:.CERTA# £ ,BUGTRAP
— AR =46 f B Fe & 1h, A A 644 1%
* A GRH 7 X
— B n A LT X P HITHEERD
s fa 2 E QG AL KA A A7
—Firewall,NIDS,HIDS,0S

%77




%)ﬂon 200U Shellcode # + % %

* A4z % 47T 4 3 £ 579 15 17 # 54 .
— FfAEEGRIA AL GE R RIS ;
o T4 A 6 A2 R R -
— AT FF X 44 & 4m,50cket, i 4 P £ 4k K 48, T A 4 4, preloaded & 4 ...
o 4| z#small shell |
— Az BAERE
— Upload x #4 #o #, /17 4~ 4~
— AR —F A EUEE

— i = g

%87 i




%X’COI! 200U Shellcode # % %\42

attacker

~ Firewall NIDS  APP  Stack ,5c
Filter ~protect

ES %97 i



%X’con 2004 Shellcode = # %4z :Firewall

% 455z NAT ; |
— X %% 4% A bind socketzr o |
o 4o F B M1 ANATHE &5 |
— R A A G & Tk
c MLz

— Find socket,reuse it!

#1070 j
|



%l)(’con 2004 Shellcode = + %1% Firewall

1

stop |

|

|

o o
|

a1

L Attacker

L :

BRI 35

; stop

- 2000
' i

Firewalll Firewall2
NAT

FNT .;




\2/)X'con 2004  Shellcode s 4 5 2 NIDS

c R TR : |
— T 5 "shell” £ 42 ¢4 # 4 i
* NOp & A&, 48 4~ 4% B4
— AR ETCPUSM A, £ 6 $iT T2~ 60442
o £k % Ashellcode

== e e . ; — T

#127 j




Shellcode % & %42 :APP
\27/ X’con 2004 sy
Flltelr
» Strepy() £ £ NULL
— 2% & 1444 NULL
— F 45 4% A 4 NULL ¢ 45 A

— & @ ik F AL @ 4NULLE %
o #,% 5% 12k 5UNICODE % #
* Lt R K] IR
e &£ 2 ik multi-stage& i3 i, ¥ # t9shellcode

FI137W
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Shellcode % & #-4% :stack

 BoWall
— # & strepy()

- BHAHWE LEIP
Windows 2003
— Stack cookie

- BHAWE LEIP
OverflowGuard
— No-exec stack/heap

ok 7 & SEH&ret-into-lib

£147

protect

o e it T T



\//X'con 2004  Shellcode % 4 % 2 ‘HIDS

e & A EZHIDS |
— ACL,honeytoken, 4 #. a & 3 i
c REEEARIS FARKBLFT |
e Az ZHIDS
— windows # 4, Entercept l

© RAAEEA A 4 A A E &K

« %4 RE LS

e Mok ik Al A #AE P T A R R, 4epreloaded & #

— i = g

%157 i




%X’COI) 2004 Shellcode & #+ & 21,

Firewall: find socket and reuse It.
~ Find accept()i&[nl{E

00401171 LEA EAX,DWORD PTR SS:[EBP-4]

00401174 PUSH EAX ;pAddrLen g
00401175 LEA EAX,DWORD PTR SS:[EBP-DC] :I
0040117B PUSH EAX ; pSockAddr :
0040117C PUSH DWORD PTR SS:[EBP-29C] ; Socket f
00401182 CALL <IMP.&WS2_ 32.#1> ; accept =
00401187 MOV DWORD PTR SS-IEBP-298] EAX ;[EBP-298]=0x0012FD04 ,

-.0040118D P DWORD PTR SS:[EBP-298],0 ‘
00401194 JGE SHORT senerZ.00401TA9 |
00401196 © PUSH server2.004090C0 ; ASCII "Error on accept!”

0040119B  CALL server2.00402E9E

<

%167 i



%)(’mn 2004 Shellcode & +t 42 %(con.?)

 Firewall:Find socket and reuseit!
— Find accept() & @ 44
« EBPe% % :4¢ Alsocket & = 4a 2t 45 7%

0x89, OxE5, MOV EBP, ESP D ”
0x66, 0x81, OXEC, 0xF0, 0x03  SUB SP, 3F0 ;
0Ox31, 0xQ0, XOR EAX, EAX -
0x50, PUSH EAX ; flags ;
Ox6A, OX7F, , PUSH 7F . size !
. 0Ox8D, 0x44, 0x24, 0x08, LEA EAX, SS. [ ESP+8] ; buffer 5
~ 0x50, ' PUSH EAX ‘
'0x8D, 0x45, 0x20, <IEA EAX, SS:[EBP+20] ;sock>

O0XFF, 0x30, PUSH DWORD PTR DS: [ EAX]
0B, OXFF, OXEC, 0x30, 0x40, MOV EAX, 4030ECFF
~v“,1 G E8, 0X08, SHR EAX, 8

XFF, 0x DO, #1CALL EAX i



%}X’con 2004  Shellcode &+t £ #(con.)

* NIDS: % &shellcode |

Nop sled

<

A2/ T. 2. :ADMmutate
i

|




%X’con 2004 Shellcode & +t 42 yfa,(con.?)

- NIDS: % A&shellcode '*
— Nop sled
c AAMEALF F A
* Nop,inc eax...
— decoder
o Aa Bl 4 & 4 i AKX G %

« Push aaaa,pop eax=xor eax,eax,xor eax aaaa=mov eax 0,add
eax aaaa=...

— i e e g

_ Real code :xored -I

%197 ]




%X’con 2004 Shellcode +% it & #L(con. )

« APP Filter: % #&Unicode proof shellcode
— For who you don’t know: 4~ % # i
. X865 448 & |
[ opcode ] [Mode R/M byte] [<SIB>] [<disp8>/<disp32>]

o« 15423 o 2 4 A[0-9],[A-Z],[a-Z]
* inc ebx [*0x43 = C */

%207 i



N2/ X’con 2004

Shellcode i vi5<8H (con.)

APP Filter: 2=“#1F&Unicode proof
shellcode

» For who you don’t know:UNICODE

UNICODEZAF
AABBCCXX=00AA00BBOOCCOOXX (XX<=0x7f)

CIRGOEEE =R
AT R4 1inc eax /* Ox40 */
WF 454 add [esi],ch /*Ox002E*/
=545 4 :add byte ptr [ebp] ,ch /*0x006d00*/
“iii oo . LPHE4:add eax 4C007500h  /*OX050075004C */

%217




%)Ccon 2004 Shellcode 4 it £ ?ﬂ,(con.s)

APP Filter: 2=“#1F&Unicode proof
shellcode

» For who you don’t know:UNICODE
Venetian[1] shellcode
Named by chris@nextgenss.com

40 ‘INC eax
006D 00 :add byte ptr [ebp],ch
40 ‘INC eax

00 6D 00 :add byte ptr [ebp],ch
80 00 75 :add byte ptr [eax],75h

00 6D 00 :add byte ptr [ebp],ch
%227
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27 X’con 2004  Shellcode i i % #1.(con.)

_ 4 ;
APP Filter: 47 %f&Unicode proof shellcode
~For who you don’t know:UNICODE '

Venetian[1] shellcode

00 XX XX

#2370 j
|



%X’con 2004 Shellcode +% it & #L(con. )

« APP Filter: 4% % &Unicode proof shellcode

— For who you don’t know:UNICODE |
« Venetian[1]) 4 4 ¢ 19 &
— G B K 6 1R A A
» 143 ¥8EaF F A
— F A IEA P ik

— i = iy

£247 ]




%}X’con 200U Shellcode & it & %(con.b

« APP Filter: % #% &Unicode proof shellcode |

— Forwho you don’'tknow:UNICODE i
* Venetian[2] shellcode

T

_—_— e .

FAF&unicode | e—
Venetian[2] |




%X’mn 2004 Shellcode & +t 42 yfa,(con.?)

e

« APP Filter: &% # &Unicode proof 'shellcode i

—  For who you don’t know:UNICODE
* Venetian[2] shellcode

41 iinc ecx [*A*/
00 6D 00 :add byte ptr [ebp],ch /*m*/ |
41 iinc  ecx I*A*] i
00 6D 00 :add byte ptr [ebp],ch [*m*/ =
51 ‘push ecx *Q*/ :
006D 00 :add byte ptr [ebp],ch [*m*/ ]
50 ~:pop eax [*P*/ :
006D 00  :add byte ptr [ebp],ch Fm/ |
68.00' 7500 68 :pish 68007500h [*huh*/ i
00 6D 00 :add byte ptr [ebp],ch [*m*/ '
5A ‘pop edx [*Z*]
00 6D 00 :add byte ptr [ebp],ch [*m*/
41 iinc ecx [*A*/
007000 . add byte [eax],dh [*p*/

%267 ]




e e |
2/ X’con 2004  Shellcode &+ % .(con.)

B e Y
L'.l' | D I f

ANTE -_i-'— .' i

« APP Filter: % # &Unicode proof shellcode ?
— For who you don’t know:UNICODE =~ %

* Venetian|[2] shellcode

;cghﬁixshellcodej !
4100 byte

e » ASC |




27 X’con 2004  Shellcode i i % #1.(con.)

. Stack protect: SEH&ret-into-lib f
— For who you don’t know:BowWall |
» Strcpy() 4 #%,: SEH

Saved Ret=[EBP+4]

S

arg2 Strepy()

Mﬂ _
Get ret

 Ferat e Saved EBP

argl

v
Buffer 8 7 Verity




27 X’con 2004  Shellcode i it % 51 (con.)

» Stack protect:SEH&ret-into-Iib P |

— For who you don’t know:windows 2003
« Stack cookie: SEH

Set&save cookié

argl ;

arg?2 Strepy()
Saved EIP (l '3
Saved EBP Verify ¢ookie

Buffer _ UnhandledExceptionFil
Security handler ter(0x00000000)




@fh(’con 200U Shellcode +& it ?ﬂ,(con.?)

« Stack protect:SEH&ret-into-lib

— For who you don’t know:windows 2003
- SEH
— AR A BB

» K 442 A :call eax,jump eax...
— Exception handler #load configuration4g 4 &| A

»  f4 % & £Exception handler & & # #
» T4 A & xA Exception handler

— load configruation /% e & 371, Exception handler i 42 # #b. 4k

— i

4. 4% 1% Bl H 4T
» WA A bk 35, @ 5 69 48 442 & & Exception handler
e — Exception handler R 4 4§ @ stack #. sk , <T 4§ G heap
g T ttemeiiary » saheapbsk A 45 43k & % Exception handler
& %307 i



%)Ccon 2004 Shellcode 4 it £ ?ﬂ,(con.?)

« Stack protect:SEH&ret-into-lib

— For who you don’t know:OverflowGuard
* Non-exec stack/heap: ret-into-lib

Hook IDlT(OXOe) 2 | ]

Page Fault

Verify EIP .vs fault address

Over?lo{ Data access

#317R




27 X’con 2004  Shellcode i it % 51 (con.)

!
i
|

RO B0 |
- L‘“

OANTE MORONI

» Stack protect:Win2003&BoWall w/o non-exec

e e =

shellcode

%327 i



%}X’con 2004  Shellcode & i+ % #.(con.)

i
* Stack protect:Win2003&BoWall w/ non-exec f

Jmp fun(a,

Saved EIP

Stack of handlerﬁj-

#337 -i



\27/ X’con 2004

Shellcode *&ﬁ;&fﬂ(con )

T A
ANTE v

» Stack protect: WanOOB&BoWa,Ij W/ non exec
| |

Registered Exception Hanlder




%]X’con 2004 Shellcode 4 it 52 %(con.b

« HIDS:fake frame&IAT&ﬁ;‘@?ifi@H&;}i e |
— For who you don’t know: Entercept i
» Hooked API: fake frame f

X861k parameter
T EIP |

5\ £ ] y
a ¥, r |
& p
Sl |
- R - ; f
N e P ’
g
ot [y L, .
. af e s ape ; i :
P ot i - #
y i
i
1 &

parameter

EIP




27 X’con 2004  Shellcode i it % 51 (con.)

+ HIDS:fake frame&IAT& it 4 & & #. 4k f

— For who you don’t know: Entercept
 Hooked API: fake frame

while (is valid frame pointer( ebp )) { ret=g+: j

Stack ret_addr = get ret _addr( ebp ) Pk R &FT !
backtrace if (check code page(ret addr) == BUFFER_OVERFLOW) & F & % s %t 1’
1 Umb return BUFFER_OVERFLOW; Ajmp/call & ]

1T (does not follow call or jmp opcode(ret_addr))
return BUFFER OVERFLOW;
ebp = get next frame( ebp ); }

2, %367 i




%b(’con 200U Shellcode +& it £ ;/fa,(con.b

« HIDS:fake frame&IAT& 1t # & & }&;}Jh P F
— For who you don’t know: Entercept =~ |
« Hooked API: fake frame f

LoadLibrary:

ret

!

. |paint to “kernel32.dIl” l |

2. Dummy ret " Dummy ret: |
ret

%377 i




%}X’con 2004

Shellcode &ﬁ;&f)ﬁ,(con )

HIDS:fake frame&IAT&frﬁ EIBEBES

» For who you don’t know: IAT i
ST IAT

PE offset

shellcodeEF'ﬁ
H e Z Ascii
namefJCRC

Optional Header

i

Ascll hame
ReUress



2/ X’con 2004  Shellcode &+ % .(con.)

]

~ HIDS:fake frame&IAT&frﬁﬁ B f@iﬁ: |
~ For who you don’t know: 7} 5% i [F1 - -al
. SHTIAT

i.

.dX40iZOF E
|

|

'i

l

]




P} B 7 AL ,i
2/ X’con 2004  Shellcode &+ % .(con.)

l"ll+

§ f@ﬂE |
] |

~ HIDS:fake frame&lAT&frﬁﬁ

~ For who you don’t know: fr%‘iﬁ
o SHTIAT

0x40120F
0x401214

0x1000112C

0x10001137
0x1000113C

%407
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