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112,62 2%

gt (Assembly)
# # (Module)
£4% (Type)
e 1 (Member)
— % (Method)
« AtkFBHEE
~. % £ (Field) .
=N £A (Nested Type)
- — &+ (Property)
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Value types L
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User-defined
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Type

| Reference types L

Self-describing L
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1.2.46 % T #0417 XA+

PECOFF headers
(information consumed by
the operating system)

C-ommon language runtime header
(information consumed by the
COMmmon language runtime)

Common language runtime data

(metadata, IL code,
managed structured
exception handling information)

Mative data and code
(If any)

Import Address table

C-ommon language runtime header

IL code and managed structured
exception handling tables (optional)

Strong name signature hash (optional)

Wetadata

Managed resources (optional)

Unmanaged export stubs (optional)

RHuntime startup stub

taxt
section
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Storage signature

=torage header

=tream headers

=tring Blob GUID LIzer string M sl A
stream stream ztream ztream
Table record counts
#SINNgs #hlobh #G UL #US
Metadata tables
(string heap) (blob heap) (GUID heap) (blob heap)

hWetadata stream

#- 0 #-
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\ String Blob GUID
strearm stream stream
« #Strings #5irings #8Job #GUID
— AT KA e
« #Blob _
Lser string
— HBF=_HA % stream Metadata tables stream
+ #GUID » oo
— & GUID

« #US — ;——

— ArPazL3i
hWetadata AP IL code
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.......

.......

Module TypeRef TypeDef
FieldDef MethodDef ParamDef
Interfacelmpl MemberRef CustomAttribute
Permission Signature Event

Property ModuleRef TypeSpec
Assembly AssemblyRef File
ExportedType | ManifestResource GenericParam
GenerlcParamC MethodSpec
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« &A% 4% 4|, br, brirue, beq, leave, endfinally, ret

« & H #% 4, add, shl, Idc.i4, conv.i8, add.ovf

o A # Fo/BE ¥ %, Idarg.0, starg, Idloc , stloc

« 3 F&4F 19, |dfld, Idsfld, stfld

e k1A A, call, callvirt, Idftn, Idvirtftn, calli, jmp

» 3| Al 4= {4 £ AL, newobj, Idobj, Idstr, isinst, box
* #44A 4% /£, newarr, Idlen, Idelem.r4, stelem.ref
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1.3.3.4% A Token % 4%

|dc.i4.s 9 ; I : Ox1f 0x09
call Print(Int32) Assembler 0x28 0x06000006
!
M ethod token
Token
Table Number Row Index
Upper 8 bits Lower 24 bits

%157 i



%ﬁfr‘)(’cm 2004 1.3.4. & #8 Al % #,

call ClassType::func(Int32, Int32)

A 4

1
2

this pointer

— i = iy

Stack top
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PE/COFF Header

CLR Header :
WJJMP __CorExeMal

Metadata

IL Code

xkd 19
12

i ; £

~ '_'f”flnnrure 2 ;:é

[ 3 .;;6
=Frrris - A
ol o



Xon 2004 22 5B k@ aAFE

Reference

ocbjptr

Reference

cbjpte

Reference

cbijptr

Reference

cbjptr

A Object

sync §

htype

fields

A Object

sync §

Reference

cbiptr

htype

fields

B Object

sync §

htype

CORINFO_CLASS_STRUCT

Runtime Type
Information
for

type A

CORINFO_CLASS_STRUCT

Runtime Type
Information

fields

for
type B

L]
4
o
]



Object

Object (Human) CORINFO CLASS STRUCT (Human)

Interface Table

CORINFO CLASS STRUCT {Manml}‘J

Reference sync #
addr htypea
pItfTable
fields
pBase
Interface Table

htype (IWalker)

htype (IDriver)

htype (IEater)

htype (IEater)

=— pItfTabla

pBasa

rf"”' ; s Za *&{z) CORINFO CLASS STRUCT (Object)

{( “mbert y

\\; /

Py, e ; pItfTable

Gy E pBase

interface IEater {}
interface IDriver {}
interface IWalker {}
class Mammal : IEater {}
class Human : Mammal, IWalker, IDriver {}
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CORINFO_CLASS _STRUCT for Bab

Bob
ciethods (9} Method stubs

Tostring —= gall 001IEASD
Equals = all 0013EALD
| @GetHashCode ~—= <call 0013EAS0
i"' Finalize —= call 0013EASO
\ .ctox = call 0013EAS0
a e gall 001JEASD
b = gall 0013EASO
= e Gmp 02BCOL1CA
) e Jmp 038C0100

|A-32 Native Code for JIT Compiler

e mACOrwks.d111 PreStubWorker

|A-32 Native Code for Bob.c

push ebp

 — mov  ebp, esp
- - add dword ptr des : [41BCE&8h] . 4

pop ebp
rat

| A-32 Native Code for Bob.f

push ebp
mov  ebp. esp
- call dword ptr da: [37565Ch]
call dword pbr ds: [I75658h)]
call dword ptr ds: [375654h]
pop  ebp
ret



CORINFO_CLASS_STRUCT (eax)
Class-based Object

ﬁ”‘ﬂ' 2( Reference (ecx) —— Bob

| F————p htype

fields
cMethods (6)
ToString
Equals
2 3 2 % IA-32 Native Code (7 Bytes) GetHashCode
S mov ecH,esi ; esi == objptr Finalize
T ﬁ 5' ﬁ] mov eax,dword ptr [ecx] £
) call dword ptr [eax+28h+methodoffset] .ator

]
- ﬁ \2‘, ﬁiﬂ Stub for f [eax + 38h]
{ﬂnmmf_':  “1. )#l z . jmp 123458h w

\ ) ptr to CIL

Bob.f
IA=32
. Native
Machine
Conle
%HZ3M
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Interface-based Object CORINFO_CLASS_STRUCT
Reference ' sync # MyType
objptr + htype
Interface Offset Table
fields plOT - ICloneable
IA-32 Native Code (11 Bytes) cMethods (11) T
i § bipt ToString
mov ecx,esi ; esi == obiptr — B
mov eax,dword ptr [ecx) — qu.ht::nde ICne
mov eax,dword ptr [eax+0Ch] LHas
mov eax,dword ptr [eax+itfoffset) Finalire
call dword ptr [eax+methodoffset]) HisVirtl _ was
I0ne . M1 t
My Type.ITwo.y I0ne . M2 )
IA-32 Stub ITwo.x L ITwo
- u
Native jmp 123458h |- iiﬁ-r
Machines o. % ¥
Code etor




Caller
Thread

Beginlnvoke

Blocked

Beginlnvoke returns
new call object

IsCompleled?

|

Ei false
@ Call
=)
3 lIsCompleted? |12
I'E ]

rue

Endinvoke

Delegate

Results harvested

Invoke

Worker
Thread

Wail for
work item

Work item
available

Blocked

Invoke relurns

Blocked

~7

Get next work
item from
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#pragmae unmanaged
vold H{){}
#ipragma managed
void G{) { H(); }
void F{) { G{); 1}
#pragma unmanaged
vold E{() { F{(); }
fpragma managed
vold D() { E(); 1}
void () { D(); }
volid B() { C(); }
void A{) { B(); }

Managed Transition Frame

Frame A P
Frame B il P
Frame C P
Frame D °bp -
PFseudo-Frame E'

Unmanaged Transition Frame

ebp

Frame E

Pseudo-Frame F°

¥

Managed Transition Frame




tls.mode == unmanaged

il

Unmanaged Transition Frame

abp

Frame E

Pseudo-Frame F'

Managed Transition Frame

ebp
Frame F
ebp
Frama G
Pseudo-frame H'

tls.currentChain

esp

Unmanaged Transition Frame

ebp

Frame H
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< Frame > . |
]

Tran5|t|0n Context DebuggerClass
< Frame > @CFI’EIFHE) GranmtmnFrame) < InitFrame >
Exception FuncEvaI FrameMethod HelperMethocl
Frame Frame Frame Frame
-/ FaultingException TPMethm:l PrestubMethnd ,
/ Uni Frame Frame Frame ;
‘ |

Nd'rECt SecurityFrame
MethodFrame Y
e | |
@ulticastFram9 <PInv0keCalh>
g Frame

%307 i
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c KT Mt @tk it
s 2 AT 24 lER 2 NFCCHIE
o & itUnmanaged4X, 24 2 20,3 4% & /5

AppDomain A

main.exe SD Main() {.. bar.y(); .}

bar.dll bar.y() {.. baz.z(); .}

SD

AppDomain B
baz.dll

baz.z() { SomePerm Demand();}

" S
._..'ﬁf."..:
el
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b

R Y iFAE

L,

xxxPermission::Demand

CodeAccessSecurityEngine::Check

»
>

StackWalkFramesEx
Takes calllback func as para

*>

CodeAccessCheckSt

~managed

%327
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\meter

ackWalkCB
CASE::CheckHelper
¥ Compare
> permissions
— for frame
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o X %5z 1] = 4~(Code-Access Security)
¢ # % =444 (Role-Based Security)
1% z 14 4% 2 (Isolated Storage)

& 4 % Mg %~(Cryptographic Services)
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« 4 % % ( Security Policy ) |
 # %54 & ( Code Evidence ) |
* & & ( Permission ) |
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— Application Domain &, B ( A& T & & )

__» & it caspol.exe s, mscorcfg.msc & &
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— Zone _
— Site |
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— Publisher |
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* NET =44 F&k £ 2 3L

. 4

.'i
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""li.. e,
o = T

CodeAccessPermission

DBDataPermission
PrintingPermission
DnsPermission
WebPermission
EnvironmentPermission

‘FilelOPermission

RegistryPermission
UlPermission
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=

L

=

S| A B

o

= A, C &

: 3
g A, C Deny A ®
3 |AB.C| 4p Assert B e
G =
S |A,B,C A o
o

2 |AB,C

2

& Demand A Demand B Demand C

=

Q denied granted denied
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3.2. A €, %2+

AF Azl A

— GenericPrincipal
— Genericldentity

— WindowsPrincipal
— Windowsldentity

- 2L A

..—PrincipalPermission
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* |Principal interface 3 |

namespace System.Security.Principal { r

public interface IPrincipal { |
lIdentity Identity { get; }

bool IsInRole( String role );

}
}

* lldentity interface

namespace System.Security.Principal {
“, public interface Ildentity {
String AuthenticationType { get; }
bool  IsAuthenticated { get; }
String Name { get; }

— i = g
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[ PrincipalPermissionAttribute( SecurityAction.Demand,
Name = “MyUser”,
Role = “User’ ) | !
public static void Privatelnfo()

{
Il 41 op 4% 5 # 42 h
Console.WriteLine( “\n\nYou have access to the private
data!” ); ;
} i

%457 ]
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String id1 = "Bob";

String rolel = "Manager";

PrincipalPermission PrincipalPerml =

new PrincipalPermission(id1, rolel);

String id2 = "Louise";

String role2 = "Supervisor";

PrincipalPermission PrincipalPerm2 =

new PrincipalPermission(id2, role2);

(PrincipalPerm1.Union(PrincipalPerm?2)).Demand();

%467
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