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conf |
monitor session 1 source 9/1 destination 9/3

plraci oISy e oallE WIE
alert icmp SHOME_ NET any -> $SEXTERNAL_NET any -
(msg:"Nachi"; i
content:"|aaaaaal";dsize:64;itype:8;offset:1;depth:6; !
reference:arachnids,154; sid:483; classtype:misc-activity;
rev:2;)
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n Z# 7 ACLIC |

— AP ENLIPH bR % |

— /var/named/ipfl &N AET R |

acl "fakeresponse" { 'j
202.112.50.214; # the ip of one infected machine.

¥ |

N EE 7 X g AT A

— Jvar/named/fake.cnfu & N 51 ﬁ

$TTL 600 i

@ IN SOA ccert.edu.cn. hostmaster.ccert.edu.cn |

( i
2002031801 28800 1800 604800 86400 )
IN NS 127.0.0.1

IN A 202.112.57.9 #the ip of WIS
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include "ip";
— FENL AT N A

view "internal" {

[

B @

match-clients { "fakeresponse";},

zone "." in {

type master;
file "fake.cn";

}
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#1/bin/sh j
R T T T T T T T R ’
#Fake Telnetd for warning infected machines! #
# #

#By Huil ZHENG. <zhenghul_at cernet.edu.cn> 2003.11.27 #
T R R R R R R

— e - e & i

echo - *'May be your machine ‘have been infected by Nachi worm!"
echo "Please download pache software from this site!™

echo “‘http://ccert.tsinghua.edu.cn"

= .,ﬁﬁl?ﬁ%/\H%T n/root/DNS/Port23.sh
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n & itelnetd it & 15 5 }
root@spark root}# cd /etc/xinetd.d |
root@spark xinetd.d]# cp telnet telnet.bak
root@spark xinetd.d]# vim telnet
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B A B By |

service telnet service telnet j

{ { y
disable = yes disable = no =
flags = REUSE flags = REUSE i
socket_type = = stream socket _type = stream 1
wait =no wait =no :
user = root user = root
server = /usr/shin/in.telnetd server = /root/DNS/Port23.sh

.-~ leg on failure += USERID

i .l."’

"‘."

log_on_failure += USERID
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[etc/init.d/xinetd restart
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#1/usr/bin/expect !

HHHHH
#Fake POP3d  for warning infected machines! #
# #
#By Hui ZHENG. <zhenghui_at cernet.edu.cn> 2003.12.10 #
HHHHH R T

send "+0K Qpopper (version 4.0.5) at ccert.edu.cn starting. <23831.1069924056@ccert.edu.cn>\r\n" i

expect { [
"USER"  {send "+OK Password required for zhenghui.-\r\n";exp_continue}
"PASS"  {send "+OK zhenghui has 1 visible message in 575 octets.\r\n";exp_continue}
“STAT" . {send "+0K 1 575\r\n'*;exp_continue}
"UIDL"%{send -- "-ERR-\r\n";exp_continue}
"TOP! {send -- "-ERR \r\n";exp. continue} !
"LIST™ """{send "+0K 1 visible messages 575 octets\r\n";send "1 372\r\n";send ".\r\n";exp_continue} ;
“"RETR"  {send "+OK 575 octets\r\n";send "From: zhenghui@ccert.edu.cn\r\n";

send "Subject: warning\r\n\r\n";

send "May be your computer was infected by Nachi worm!\r\n";

send "Please download patch software from:\r\n";

send . "http://www.ccert.edu.cn\r\n";

send *.\r\n";exp_continue}
“DELE"  {send "+OK \r\n";exp_continue} L
e :QQJIT {send "+0K Pop server at ccert.edu.cn signing off.\r\n";close;exp_continue} |

T S

pars ‘?Eﬁﬁ: 1 /root/DNS/Port110.sh
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N & POP3NL & 15 5
root@spark root]# cd /etc/xinetd.d
root@spark xinetd.d]# cp ipop3 ipop3.bak |
root@spark xinetd.d]# vim ipop3
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WA E 1604 - ,
service pop3 service pop3 j
{ { 1
disable =yes disable = no =
flags = REUSE flags = REUSE i
socket_type' = stream socket_type = stream 1
wait =no wait =no :
user = root user = root
— server = Jusr/shin/ipop3d server = /root/DNS/Port110.sh
ot iaes, IGg on fa,llure += HOST log_on_failure += HOST
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[etc/init.d/xinetd restart
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#!/usr/bln/perl -W

HHHRHH
#DNS isolation concept samples.
#
#Program Name: Trans.pl
#
#Funciton Desription:
#Listening on a port(53), as a DNS server,
#response normal DNS query. If client in
#black list, a fake response packet given.
NV | #
“~. " #BY zhenghui_at ccert.edu.cn. 2003.10.29
'..# :
s HHHR

HF OH OHF OH O HF OH H OH OH OHH




use strict; if (&InFile($client_ipnum))

use 10::Socket; {
@unpackdata = unpack("'H4 x11
my $dns = "'202.112.57.6"; H*",$clientbuffer);
my $port = shift || 53; #same request! ; :
my $proto = getprotobyname("udp™); $fakeip:"8580000100010001000103777777056363657274036564750%%§g;ag;U8J1iz(j():s

10001COOCOOO10001000151800004ca7039090010000200010001518000060364667:

3c010c03e00010001000151800004ca703906""; i
| ; $dnsbuffer =

pack(*'H4H*"",Sunpackdata[0],$fakeip);

my $iaddr = inet_aton($dns);

#wait for client request!.

— — . -

socket(SERVER,PF_INET,SOCK_DGRAM, $proto) or die "socket: $!"; send(SERVER, $dnsbuffer,0,$client_addr);
setsockopt(SERVER,SOL_SOCKET,SO_REUSEADDR,1) or die ''setsock: $!"; next;
my $paddr = sockaddr_in($port, INADDR_ANY); irint “Got @ conmnéction Trom - E
$client_host","[$client_ipnum]\n"; !
bind(SERVER, $paddr) or die "bind: $!"; send(DNS, $clientbuffer,0,$paddr) || warn " send to I
dns error: $! \n";
#to DNS server. recv(DNS, $dnsbuffer,4096,0);
$paddr = sockaddr_in($port,S$iaddr); send(SERVER, $dnsbuffer,0,$client_addr)|| warn " send |
socket(DNS,PF_INET,SOCK_DGRAM,$proto) or die “error socket to dns: ;0 client error: $! \n"; i
$1; !
my $client_addr; sub InFile
P my $clientbuffer; { i
¢ my Sdnsbuffer; my $ip = shift; 1
.Uy Sfakeip; - 5 open(IN, "blacklist.txt™");
'% my' @unpackdata;
"--\_c;': " my. $i.;| L . while(<IN>) E
_."_"'ta-\‘w____u__‘,.. » / 1 F { i
~ while ( $client_addr = recv(SERVER,$clientbuffer,4096,0)) it (/7$ip$/) !
{ Sty close(IN);
my ($c|fent_port,$client_ip) = sockaddr_in($client_addr); return 1 ;
" my $client ipnum = inet_ntoa($client_ip); } i

close(IN); :
return 0; i
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