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Chapter Contents

o THE COST OF POOR SECURITY

o THE HISTORY OF TCPAP SECLIRITY

o esterday
o Today’ s Metwork Security

m The Orange Book

o The Security of Tamorrow
o SECURITY METHODS
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Firewalls

Facket Filters

Froxy servers and Application Gateways
Circuit-Level Gateways

Fhysical Isalation
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o bonitoring and Auditing
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. Thiz is a wvariation of (d) abowve with dual servers between which data is replicated. Protocol
- Isolation is achieved by running [P between the twio servers, which individually each one of
thern runs TCRAP. Because ALL information is replicated hetween the two servers both

Internet users and internal users have access to the same and complete set of data .«
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Internet

*Application Filtering
*Authentication |
*SSL Encryption/Decryption
*Network Isolation i
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*Physical disconnection
*Protocol inspection

| - *Web application protection
/e Authentication

i
T r_“%ﬂ -Central Policy, Distributed Cont:rol

1
E w

|
Mail Authentication Database & Application

w;;::fﬁL



http://www.spearheadsecurity.com

0
e
S
L\
AN

BUhRA | REEFEL MRV

PR IX (5 s 2R AR AE
=R o HuhEOh2E . W Bl AR
INAREIN i RS IR IR A




« TR

_ P

2
— IR

« MM

e LES

: AL B

b B

iy M

B 25 = i

2Lt DRk AT

e TREAIE: S b
o PEIER: XML . A R

. *H_ AV

b 14

'-..J“'%%ﬁ% EBRG
=y ﬁnnﬁ/ﬁ

N\

AN

Al

v Bk EE L P

2L 4% o 125

ATHNL BEHIA . B okEE. T

gt i B T i iy



B AR S 7 S

=37, B = N2 7 i
W H APPDATA %4 [
= PORT Vipie:
R 2% 2 IP 5 HH A
TR = MAC AT AL
6B = — LA




25

—

!

»

oY

b

1%

SN



Se W) B R 2







(FEE IO CED

Windows

f'-:'--- Win98 Linux -I-:'---




Windows

Ty Q

L



H 2 FERT !
HAEeIA R Y E
FRESRUR! ! !




ANV 2 o = AR

e Awa sk i il R

— GAP: Air Gap

oy AR AT k3 T A 12 194 T
—PET: Private Exchange Tunnel




F1] XA Lo 125

e LA

|
|
|

ﬁnj@ﬁdet |

” r




o — ARSI I A [
& S

7 B
e : N =2 ol
e . S UIE
e B - H S5 T

e e

"

i



AR IR B [

C MlRAH TR BRI A
A SR B B TE A I UL S T A e
KA, SCHLT 5 R AEBNE B (Air Gap)
R OB A ke |

TG L T R RO
G AR 4 K T DML 1 e
31 e A R

1




'y uiny

T
FAH AN
I 25 Ll

I_UJ"',."_ B

ANTE I ORONI

=Rk
VN2 Al
S AIE
EIRNG R
N AL g

S



o AR g

176 75 ) i

* By 5 5F'J

T HEdiE. fAF

WAE PRI 2 2 AL

|SEEL T AE 4%

B HITE DL | 58 ik mjéjpkEﬂL RS &

'ﬁ%% g, @ NV )

B A A B AR A0 FE
WL R ZERIROER .

*WM/

AR %

=BT

R 5



s iy T o e
] ..--5} Bl R gl R

S T

RLIRE CLE e S Tk
|

STUMIECE "'15*,(

—




Rk HEN

AN

AR5 2T




CANTE Aele

RESE C AT ,}
i !
i




FERIFRMF

TCP

T RSB IE M




e m

a \..-I‘.'J-“: e ‘-l_

—]
=D
QO
-
N
w

2 g———

Email: janker@janker.org

X'CON 2003


mailto:janker@janker.org

