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fun(char * arg)

{

printf

char src[100] = {*This is a test"};
strcpy(arg, src); Strepy
printf(“%s \n”, arg);

Printf

}

main ()

{
char dest[100];

fun(dest);
printf(“%s\n”, dest);

}
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strcpy, strcat) #fligmid 27,
— . strepy O
main ()
{
char dest[100];
char src[100];
gets (src) ;

strcpy (dest, src) ;
return;

}
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« VC 6.047 %25
° lu\@ EE/EF? :'D Ecxﬁﬁ‘b‘ﬁjﬂﬁ/{\ﬁﬁmm’ Ci ij‘

Bl & i = 4 AT R ETR S, BLAT LLiEistreathl
strcpy.

repne scas byte ptr [edi] ; HMPEFARTE, KEAF B Eecxd
not ecx

shr ecx, 2

rep movs dword ptr [edi],dword ptr [esi]
MoV ecx, Enx

and ecx, 3

rep movs byte ptr [edi],byte ptr [es]]
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strcpy@%ﬁ%ﬁﬂ?

00401041 mov cl,byte ptr [esp+eax]
00401045 mov byte ptr [esp+eax+14h],cl
00401049 Inc eax

0040104A test cl,cl

0040104C jne 00401041
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Int main(int argc, char* argv[]){
char dest[100] = {"this is me™};
printf("%s", dest);

strcpy(dest, "this Is a test"),
return 0O;}
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HJG, sub esp,64h fEHEFR I OR BT OX64 T 15 (A3 H) . HR, AR
Ry AL DG BC AT AL 22 4 eR B0 P UGG $ 21 745 2 b X R AR

0040101E 56 push esl

0040101F 57 push edi

0040105D 8D 54 24 08 lea edx,[esp+8]
00401065 8B FA mov edi,edx

0040106A F3 A5 rep movs dword ptr [edi],dword ptr [esl]

ik, JRATAT LI A A G X P IR B esp+8. fhi T4 FEAR A
Bff, ESPIOMAME, Jkijibasedkfisi iy Tiisub esp,64h
Frg A fL e . esp+8HTHS IR B 92 Ebase.
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SR 5 A LA BT LLESP,EBP N bk 257 /7 2% 1 454«
00401015 89 44 24 00 mov dword ptr [esp],eax
0040101E 56 push esl
0040101F 57 push edi
00401020 89 4C 24 0C mov dword ptr [esp+0Ch],ecx

00401024 88 44 24 12 mov byte ptr [esp+12h],al
00401033 66 89 54 24 10 mov word ptr [esp+10h],dx

H Er LR MAER PR A AR S, AR K — 80 B A 4352 P vi
], /\zeﬁilirep stos dword ptr [edi]F 35 A0, i 18§ i 59 B
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main ()
{
char dest[36] = {“this is a test’};
Inta=1;
printf (“%s, %d”, dest, &a) ;
}
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(VAR

char dest[100];

ZeroMemory (dest, 100) ;

memset() i 37 Release iR A [KIFE )7
rep stos .
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|----Site_exec

|----Ireply
|----vreply
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TLE1E:

while(fgets(buf, sizeof buf, f)){
Ireply (200, buf);}
void Ireply(int n, char *fmt, ...){

vsnprintf(buf, sizeof buf, fmt, ap);

2}
P sEHformat string 411 H A K AT B & i 248
prinft(buf)iX A & Zp kil . 1 H 2 Z0E 00, HaE BT
7 IR A 0] B 5 B &8 Fvsnprinft, prinftff) ek 2 AN7E—
ANESCAE . Ban, A2 fwuftp“site exec™ il f-, H:

R Eftpemd.y XA ftpd.c S
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void f(tainted int);
untainted int a;
f(a)
fHIEE I R tainted 2, MA&E A Z2untainted ) =41, !
8 A
void g(untainted int);
tainted int b;
g(b);
XA, gifi®untainted 1115 $tainted &, A o4 !
FEAG a5 ek, FATIFR] I O< R

untainted int < tainted int
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start of

pointer returned

allocated block to user program p
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Magic _
, Index memory available to user program
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o DebugActlveProcess attach?l|— MiGsh g fE . £

1E A DebugActiveProcessStop. A e I
foc, R I RERE R A A ?%’%K/z;ﬁi
EXCEPTION_DEBUG_EVENTH 145, A HE )57
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Hijacking Linux Page Fault Handler Exception
Table.
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